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The objective of OASIS is to define and develop an Information Technology framework 
based on an open and flexible architecture and using standards, existing or proposed by 
OASIS, which will be the basis of a European Disaster and Emergency Management system. 
 
OASIS is intended to facilitate the cooperation between the information systems used by civil 
protection organisations, in a local, regional, national or international environment. This 
Disaster and Emergency Management system aims to support the response operations in the 
case of large scale as well as local emergencies. 
 
OASIS provides within this framework an initial set of applications which cover the main 
needs that are identified by the end-users. 
 
Clear situation awareness is a key factor for the effectiveness of disaster and emergency 
operations. It is based on the compilation of information collected from the different teams of 
responders. The building of such a picture relies on exchanging information, which in turn 
relies upon communications services. 
 

1.1 Organisation of this document 

This document provides an overview of the lessons learnt during the OASIS project in the 
area of the communications architectures, technologies and management.  The focus is upon 
work that has been deployed in trials held during the course of the project, but there is also a 
summary of research activities that were not at the time suitable for deployment.  Readers 
interested in the OASIS trials themselves are referred to [1] and [2]. 
 
This document is organised in the following manner: 

·  Section 2 gives an overview of the networks deployed in OASIS trials. 

·  Section 3 summarises the overall performance of the trial networks. 

·  Section 4 gives some observations about the research undertaken in communications. 

·  Section 5 presents the conclusions from this report. 

1.2 References 

 
1 

 
POS2 Evaluation Report 
OASIS_TA26_RPT_254_CRU 

2 
 

POS1 Evaluation Report 
OASIS_TA26_RPT_185_CRU 

3 Communication Activities Research Summary Report 
OASIS_SP24_RPT_102_BAE 

4 Ad hoc On-Demand Distance Vector (AODV) Routing 
RFC 3561 

5 The Dynamic Source Routing Protocol (DSR) for Mobile Ad Hoc Networks for 
IPv4, RFC 4728 

6 Optimized Link State Routing Protocol (OLSR) 
RFC 3626 
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The following subsections introduce the networks deployed in the OASIS trials.  The 
technologies and architectures selected naturally reflect the nature of each trial which is 
explained.  The network was not the main focus in all trials so not all trials are listed. 
 

2.1 POS1 tr ial 

The POS1 trial in 2006 saw the largest deployment of all the OASIS trials, spanning two 
countries and a total of almost 50 users at different levels within their organisations.  The 
scenario was of a chemical leak with a resultant plume that was blown from the UK to France. 
 
The open, robust and modular architecture is based on an IP core network, allowing for 
multiple heterogeneous access networks, e.g. satellite, GSM, TETRA/TETRAPOL and ad hoc 
networking using Wireless LAN. This "plug and play" architecture makes distributed voice 
and data services and key legacy systems available to the users of the crisis management 
systems.  Existing communications facilities at the disaster scene, such as GSM, can be 
accommodated within the architecture when available. 
 
The division into core and access networks simplifies the use of different technologies and 
makes a clear distinction between the legacy networks and the standardised IP core network 
infrastructure. This split may also represent the boundaries between different network owners 
and administrators, as well as between different organisations and nations. Such an approach 
is useful even though the core network may again be split into several administrative 
domains, and utilise several different underlying network technologies. 
 
Figure 1 shows the organisational structure of the POS1 trial.  
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Figure 1: Organisational structure for emergency operations in the POS1 trial 
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The POS1 network was established at Cranfield University in Shrivenham, UK, and at the 
EADS premises of Bois d’Arcy, France. The UK network is illustrated in Figure 2. 
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Figure 2: POS1 network deployment in the UK 

 
Each HQ at Shrivenham had a LAN for internal communications. Each LAN was connected 
via WANs using various technologies. The UK and French networks were connected via the 
Internet. The following communication technologies were used: 
·  IP LAN, connected to a Wifi (IEEE 802.11g network protected by WPA2). 
·  IP LANs, connected using standard Ethernet cables and equipment. 
·  Internet connection with France, via ADSL. 
·  A voice over IP (VoIP) infrastructure was deployed, allowing most of the responders to 

interact together and with people using commercial fixed or mobile telephones. 
·  An ad hoc network was deployed, using “grey boxes” , to connect laptops and cameras in 

the field to the rest of the OASIS network.  These laptops could run the OASIS 
applications. 

·  A UHF network was present. A PARAT device (noise reduction earpiece) was connected 
to the UHF handset and demonstrated during the trial. 

·  A laptop was deployed with a 3G connection to the OASIS network, via the Internet. 
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The French network is illustrated in Figure 3. 
 

 
Figure 3: POS1 network deployment in France 

 
In France, several telecommunication networks were demonstrated: 
·  IP LAN. 
·  Internet connection with UK, via ADSL. 
·  Satellite communications for voice and data. An ASTRIUM van was used to connect the 

fixed and mobile control rooms, simulating that the event took place in an area where no 
fixed communication infrastructure was available. 

o For voice, a GSM infrastructure was “hooked”  to the satellite link: users with a mobile 
telephone were connected together locally, and connected to the rest of the world 
through the satellite link (transit via the Toulouse hub). 

o For data, a Wifi (IEEE 802.11g with WPA2) network was attached to the van, allowing 
all communications inside the mobile control room and the communications by satellite 
between any of the PC of the mobile control room and any of the other OASIS PCs. 

·  A TETRAPOL network was also used, both for voice and data: 
o For voice, a gateway allowed to communicate with users on commercial networks 

(GSM and fixed telephones). 
o For data, a specific email application was provided (due to the low bandwidth), with a 

gateway with the standard email (users were able to send and receive messages from 
the email OASIS server). 

·  The same services (voice and data) were available for the GSM network (using GPRS for 
data transfers). 
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·  An ad hoc network was also available, connecting 4 PCs on which OASIS applications 
were installed. 

 
2.2 Filton tr ial 

The scenario of the Filton trial, held in 2007, was fire-fighters on a search and rescue mission 
in a smoke-filled underground bunker.  The bunker had thick walls through which the users’  
normal radio signals could not propagate.  Instead the fire-fighters used a self-deployed 
Wireless LAN based ad hoc network; the users deployed nodes near corners thus forming a 
chain of relays out from the bunker to their commander. 
 
The Filton trial network is illustrated in Figure 4 and Figure 5, showing the terminals and plan 
view respectively. 
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Figure 4: Filton trial network 
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Figure 5: Example network routing in the Filton trial 

 
Ad hoc networks are opportunistic networks formed between cooperating nodes whenever 
they are within radio range of each other.  Intermediate nodes act as relays forwarding traffic 
between nodes that are not within direct range of each other.  A BAE Systems ad hoc network 
implementation was used, referred to as the “grey box”  system (see Figure 6).  The network 
carried voice and video, and data to control the user display. 

 
Figure 6: Ad hoc network “ grey boxes”  

The Filton network was run in isolation from other networks, but in principle it could have 
been run as an access network within the main OASIS network architecture introduced in 
section 2.1. 
 

2.3 Shropshire tr ial 

The Shropshire trial in 2008 was of information sharing between police, fire and ambulance 
control rooms.  The scenario was a series of road traffic collisions and the goal was to see, for 
example, how fire could exploit information given to ambulance in emergency calls.  There 
were a total of 20 users of whom around 15 were active during each scenario. 
 
The main network spanned interconnected control rooms, all placed in the same building for 
convenience of the trial, so the network was a LAN deployment that was not significant from 
the point of view of this report. 
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However there were two additions to this basic LAN deployment.  The network was managed 
by an OpenNMS management system and secure remote access was supported for senior 
users, pretending to be at home, via a Thales Trusted VPN cryptography system that consisted 
of the following components: 
·  Datacryptor 2000 (on OASIS network), 
·  Front End Device (on OASIS network), 
·  TVPN PC Card (at each mobile user), 
·  PC Card Manager application (at each mobile user). 
 
The overall network architecture is illustrated in Figure 7. 

 

Exercise Control Room

Ambulance Control room
Fire Control room

NetMan

GSM

Remote
Fire

Officer

CAD / LIM

OASIS

Legacy system
IMASS Server

Highways Agency Control Room

Police Control room

GSM

CAD/LIM

Thales TVPN 
concentrator

Thales TVPN Mk1

Connection via WLAN as no 
Internet connection

2960 

2600 

Network
Server

GSM

CMSSIM

MDTMDTMDT

MDT

MDT

GSM

COP
AN/DM/NM

GSM

TSOEditor

Remote
Police
Officer

Thales TVPN Mk1

Remote
Ambulance

Officer

Thales TVPN Mk1

 
Figure 7: Shropshire trial network 

 
A subset of the Shropshire trial system was connected to a NATO military system for a 
demonstration at the OASIS Final Event held in October 2008.  An XML Security Guard 
prototyped by Thales Norway in cooperation with FFI (the Norwegian Defence Research 
Establishment) was placed between the two systems to control the release of classified 
military information on the basis of classification metadata (security label) embedded in the 
XML stream signed by a trusted authority. 
 

2.4 Romanian tr ial 

The Romanian trial in 2008 was of information sharing between the County Inspectorate 
premises in Botosani and a deployed mobile centre in the remote town of Trusesti.  There was 
a flood scenario managed by a total of 18 users. 
 
Communication between the Emergency Operational Centre (EOC) in Botosani and a Mobile 
Command Centre (MCC) in Trusesti was via satellite to a mobile TETRA facility at the latter, 
as illustrated in Figure 8. 
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Figure 8: Romanian trial network 
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The OASIS trials were successful overall, but a few performance limitations were 
encountered and are discussed in this section. 
 
Many communications systems were used in the POS1 trial, most of them performing well. 
The interconnection between these systems also performed well, both for voice and data. 
Some excellent features were demonstrated: 
·  Overall interoperability between most of the communication networks for voice and data. 
·  Use of ad hoc networks for deploying quickly a set of sensors in the field with acceptable 

performance. 
·  Use of the voice over IP. 
·  Very fast set-up of the satellite infrastructure (30 minutes), compliant with the setup of the 

mobile control room. 
·  Ability to transfer operational data over low bandwidth networks (TETRAPOL and 

GSM). 
 
At times some of the remote connections failed, for various reasons. As a consequence, this 
re-enforces the idea that each control room should be autonomous, i.e. a server should not 
have a critical dependence upon a remote server. 
 
VoIP had a problem with the incoming call alert arriving as a ringing tone heard through the 
operator’s head set. Calls were unknowingly missed if the head set was not in use (e.g. moved 
or talking to someone) as there was no other indication of the incoming call. 
 
 
The Wireless LAN based ad hoc network in the Filton trial performed well, with sufficient 
capacity for voice, video and data concurrently.  This is a significant achievement because ad 
hoc nodes forward traffic so the radio utilisation around each relay is at least double the 
apparent user traffic.  However there were occasional problems with the off-the-shelf voice 
and video streams disconnecting themselves rather than tolerating short outages as the routing 
changed during periods of mobility. 
 
 
The Shropshire network had more than enough capacity for the trial systems and was 
problem-free; the network management system facilitated the deployment and increased the 
confidence of the team but was not required for problem handling during the trial.  The 
system collected traffic statistics during the trial, an example is shown in Figure 9. 
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Figure 9: Network statistics from the Shropshire trial 

 
These statistics show the profile of the traffic on one of the days of the trial, with system 
startup around 09.00 and a series of six scenarios during the day.  It is clear that the scenarios 
around 14.00 and 17.00 had less traffic than the others, and this is because they were baseline 
scenarios with the OASIS information sharing capabilities switched off. 
 
There were, however, some shortcomings with OpenNMS.  The Shropshire trial used static IP 
addressing but it is not clear how devices that use DHCP (Dynamic Host Configuration 
Protocol) to acquire dynamic addresses could be handled.  Similarly it is not clear how mobile 
devices would be handled.  In addition there were shortcomings with some of the displays: 
·  The map representation in the version of software used showed no links between nodes on 

the network map. 
·  Some of the displays could become cluttered, especially with false or irrelevant alarms, 

and need further customisation and configuration. 
 
The TVPN secure remote access equipment was problem free, and users found the one minute 
login process acceptable.  The equipment operated in the IP layer so was transparent to 
applications, thus causing no integration problems. 
 
 
The Romanian network worked well once initial deployment problems with the mobile 
TETRA system were overcome; the hardware was not sufficiently robust against the stresses 
of transit in a remote region.  Bandwidths were sufficient at the mobile terminals where 
efficient software solutions had been deployed, but limitations were experienced in the main 
HQ where Wireless LAN had been used as though it were cable. 
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Technologies have been identified that have potential application to the OASIS system, but 
which were too immature to be incorporated initially in the trials systems.  Some of these 
technologies have been studied and are presented in the following subsections.  See the 
research reports [3] for more detail. 

 
4.1 Study of routing policies and protocols in heterogeneous networks 

For crisis applications, there is no clear-cut choice of ad hoc routing protocol, although a 
reactive protocol may be more appropriate due to the minimum set-up involved. Of these, 
AODV [4] or DSR [5] are obvious choices, since they are being standardised by the IETF, 
and AODVbis, and the extension proposed should also be considered. Of the proactive 
protocols, OLSR [6] is a clear choice, due to its standardisation and the availability of 
implementations. Hierarchical protocols can probably be ruled out, at least in the initial stages 
of a crisis where it may not be possible to establish a hierarchy. If nodes are equipped with 
GPS, or other position finding devices, position-based routing protocols should also be 
considered as they have minimal setting-up requirements and scale well to large networks. 
Indeed, the question of scalability needs to be considered in the OASIS context. 
 
A major theme arising from recent work in the field is the move toward a more realistic 
model for the underlying radio channel, which has a major effect on issues such as energy 
consumption in battery-powered mobile nodes, and provision of a specified QoS. It is 
recommended that developments in this area in particular should be tracked. 
 

4.2 Review of standards for  long range wireless networks 

The WiMAX standard should prove to be a useful addition to the communications bearers 
available for OASIS scenarios. WiMAX should allow services requiring higher data rates and 
higher levels of quality of service to be offered to the OASIS system users. 
 

4.3 Review of Information secur ity for  field workers in cr isis situations 

OASIS has carried out a trial of the use of a self-forming ad hoc network to support fire-
fighters in a difficult environment (see section 2.2).  This research activity takes the concept 
further by considering how an ad hoc network could be used in a larger emergency when 
there is no dependable infrastructure so that perhaps 100 first responders could form their own 
network. 
 
The self-forming nature of an ad hoc network is beneficial for rapid deployment, but it can 
become a security risk if non-authorised nodes are allowed to join the network and 
subsequently access confidential information or misbehave, for example by not forwarding 
traffic as promised. 
 
As with other areas of information technology (IT), ad hoc networks are based upon open 
standards so it is relatively easy to build non-authorised nodes.  The OASIS research 
identifies two main groups that may with to do this: the media wishing to access privileged 
information, and terrorists wishing to disrupt emergency responses. 
 
Traditional solutions to IT security problems have tended to be based around cryptography.  
Keys known only to authorised parties can be used to ensure both the confidentiality and the 
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integrity of information sent over accessible channels, and they can also be used to 
authenticate the source of information. 
 
There are two main types of cryptography: symmetric and asymmetric (or public key).  
Symmetric cryptography runs quickly but requires careful configuration.  Asymmetric 
cryptography runs slowly but is simple to configure provided all parties accept the same 
certificate authority.  The computational costs of asymmetric cryptography are high, 
especially compared with the capabilities of a low powered ad hoc network, but the risks of 
all equipment using the same symmetric key are unacceptable, so the scheme proposed by this 
research uses asymmetric cryptography to establish symmetric keys between each pair of 
cooperating ad hoc nodes. 
 
The research proposes a secure ad hoc routing protocol based upon OLSR (Optimised Link 
State Routing) which is the protocol demonstrated in section 2.2.  Fundamental to OLSR©s 
network topology discovery process is the use of HELLO messages, which have been 
augmented in this proposal by the asymmetric key handshake/challenge when new neighbours 
are discovered. 
 
The research also proposes to support a secure multicast service using a variant of DDM 
(Differential Destination Multicast).  Routing is controlled by source nodes sending packets 
over source-specified trees of unicast transmissions with branching points.  Hence this 
scheme builds upon the OLSR unicast routing scheme and the security extensions.  DDM is 
best suited to small multicast groups and optimised for slowly changing routes. 
 
The research includes a requirements and threat analysis, and concludes that the majority of 
requirements have been satisfied and threats resolved.  The next steps are simulation and 
evaluation of a prototype.  Simulation is recommended for understanding the performance of 
the tradeoffs adopted in the proposed scheme in a substantial network with around 100 nodes. 
 
 

4.4 XML Secur ity study 

A study of the applicability of XML Security was performed in the last period of the project, 
and hence, the result was not included in any of the trials. A prototype XML Security Guard 
that was developed by Thales Norway in cooperation with FFI, and hence termed the FFI 
Guard, was used to demonstrate trusted information exchange between systems of different 
security classification, by an assured filtering function. Hence, unclassified information stored 
in a high grade military information system can be exchanged with an unclassified 
information system based on trusted security labels. In order to demonstrate this function in 
OASIS, it was necessary to develop a format converter between the NATO Friendly Force 
Interoperability (NFFI) protocol used by the military CCIS and the TSO format used in 
OASIS. 
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During the course of the four year OASIS project a network architecture based upon an IP 
core and heterogeneous access networks has been developed and tested in a number of trials.  
Access network technologies integrated include LAN, UHF, 2G, 3G, TETRA/TETRAPOL, 
satellite, Wireless LAN and ad hoc networks. 
 
In various trials these networks have supported different mixes of voice, video and data 
services and some security technologies have also been demonstrated.  Scalability has been 
demonstrated to the extent possible within a project of this nature, and mobility, rapid 
deployment, security and network management have also been demonstrated. 
 
Off the shelf technologies are attractive for their costs but do not always meet the full user 
requirements, for example there was poor handling of missed calls by Voice over IP in one of 
the trials. 
 
Robustness is a key requirement because communications outages may impair the 
management of the crisis.  Robustness is feasible provided the networks include redundancy 
and are well managed so that problems are detected, diagnosed and repaired.  Moreover it is 
wise to plan for minor outages, for example by ensuring local autonomy of systems rather 
than introducing avoidable dependencies upon remote systems. 
 
Rapid deployment is required in some scenarios.  This of course depends upon the existence 
of a stock of deployable equipment such as satellite terminals, mobile cellular base stations 
and ad hoc networks.  This also depends upon skilled individuals to configure and deploy the 
equipment.  Even self-forming ad hoc networks require address configuration and in most 
cases security keys.  Further research is recommended in this area, starting with modelling the 
proposal in section 4.3. 
 
Scalability is another important requirement because some scenarios will have a substantial 
communications need in terms of the area covered, number of users, quantity of data, etc.  
The scalability of IP is well established in the public internet, but this is an achievement that 
requires skilled network managers that are not visible to the general public.  Access networks 
do not scale as well, with the exception of pico cells that of course require substantial 
deployment effort.  Hence it is important that applications are designed to support low 
capacity modes and that commanders appreciate these limitations. 
 
Joining legacy and OASIS networks involves more than just converting the information 
formats.  It is often necessary to achieve end to end security and also directories of diverse 
users.  There is scope for further research in this area. 


